
 

 

 

 

COURSE OUTLINE – DIGITAL SECURITY & 

PRIVACY-ENHANCING TECHNOLOGIES TRAINING  

 

Duration: Full-Day Training Session 

 

Aim of Training: To build practical understanding of Privacy-Enhancing 

Technologies (PET) to ensure the free expression of diverse members of civil 

society can be fully realised and protected online in the age of big data, bulk data 

collection and pervasive surveillance.  

 

Learning Outcomes: 

 

• To increase awareness of the seen and unseen sharing and transmission 

of data across the web and its impact on our human rights; 

• To build understanding of existing national and international standards 

and legislation in relation to surveillance and data sharing; 

• To develop a practical understanding of the practices, tools and 

approaches that can be undertaken to further protect digital security and 

ensure greater levels of privacy online; 

• To illustrate the threat to free expression caused by disproportionate 

surveillance and data collection by state, corporate and other third 

parties; 

• To offer support to high-risk groups such as journalists, trade union 

members, human rights defenders and activists to ensure they can 

continue their public interest work free from the threat of 

disproportionate surveillance. 

 

Key Topics: 

 

• Basics of UK surveillance 

legislation: 

o Investigatory Powers 

Act 

• International Standards on 

surveillance: 

o Europe (CJEU & 

ECtHR) 

o United Nations 

• Human Rights & Surveillance: 

o Free Expression 

o Privacy 

o Press 

• Data Sharing: 

o Myth-busting 

o Mapping the 

transmission of data 

• Practical Support: 

o Threat Modelling 

o Encryption 

o Anonymous browsing 

& communication via 

Tor 

o Secure communication 

& data storage 

 

Structure: This interactive session will outlines the key issues as to why PETs 

are necessary, prior to the practical sessions that will offer step-by-step guides to 



installation and best practice. The participants will be encouraged to bring their 

electronic devices with them to install and build confidence in utilising the 

platforms during the training session. 

 

Target Participants: Due to the widespread usage of digital platforms by civil 

society, this training will be open to all. However, there will be a focus on specific 

groups whose professional or personal commitments may increase their risk of 

communicating online without protections in place. This includes (but is not 

limited to): 

• Journalists 

• Trade union members & officials 

• Human rights defenders 

• Campaigners, activists & the politically active 

• Lawyers 

• Members of marginalised groups including refugees and asylum seekers, 

as well as LGBTI, BME and faith community members. 

 

Due to the interactive nature of this session, it will cater for participants from a 

range of backgrounds and will not require an advanced level of technical or 

journalistic expertise.  


